A" UserGate

[Ins cpeaHero 6usHeca, puTenna
W KPYMHbIX GUaanos

KOPMOPATWBHbIV MEMXXCETEBOW SKPAH

USERGATED

Mpoun3sBoguTenbHOCTb
MeXKCeTeBOro sKpaHa

no 20r6/c

Ceptudukar ®CTIK Poccum N23905
o Tpe6oBaHUAM K Mpopunam
3aLUMTbl MEXKCETEBBIX SKPAHOB TUMa

A 1 b 4 Knacca 3awuTbl, cucTeMam
0BHapy»XeHNA BTOPXXeHWiA 4 Knacca
3almMThl 1 MO 4 YPOBHIO AoBEPUA

[ns 3almTbl KOPNOPATUBHbIX CETE HEOOXOAMMO MCMOJb30BaTh MHOTO(YHKLMOHAIbHOE peLleHue,
cnocobHoe obecneunTb KOMMNEKCHY 6€30MacHOCTb CceTeBON MHOPACTPYKTYpPbl 6€3 HEraTMBHOIO

BJINAHNA Ha CKOPOCTb AOCTYna.

UserGate D ABnaeTca NonHOLEHHbIM CETEBbIM CEPBEPOM, CNOCOOHBIM 06ecneunTb 6e30MacHOCTb
npeanpuaTiA HeBOMbLIOIO U CPEAHEro Pa3Mepa C HECKONbKUMW COTHSIMU NOJIb30BaTeseN.

3ALLUNTA OT UHTEPHET-YIPO3

Jlioban ceTeBan MHOPACTPYKTYPa, OCOOEHHO
NOAK/OYEHHAs K MHTEPHETY, MOABEPKEeHa

OMACHbIM BHELHNM BO3AENCTBMAM.

UserGate D obecrneunBaeT HaaexHyo 3alluTy
OT COBPEMEHHbIX aTak, aHanu3 1 GuabTPaLmo
TpaduKa NO KOHTEHTY, KOHTPOSb NHTEP-
HET-MPUAOKEHWNI, BIOKMPOBAHME OMACHbBIX
CKPUMTOB M MPUAOXKEHWN, 3aLLMTY OT BUPY-
COB 1 CMaMma, a TakKe Apyrve QyHKLUMN
6e3omnacHoCTu.

MOJEJIN

MeyxceTeBoW aKpaH cepun D npeacTaBneH
asyma mogenammn D200 n D500.

—

UserGate D200 UserGate D500

KOHTPOJ1b NMOJIb3OBATEJIEA
M CETEBOIO TPAOUKA

Be3onacHOCTb KOPNOPATUBHBIX CETEN HE MOXKET ObITb
obecneyeHa 6e3 HaaneXxallero KOHTPONS 3a fAeATesb-
HOCTbO MOJIb30BaTENEN, NPV STOM Ba>KHOCTb 3TOMO

KOHTPOJIA HAMPAMYIO 3aBMUCUT OT pa3Mepa CeTu.

UserGate D obecneunBaeT cobnofeHne KopropaTBHbIX
MOAUTVIK ANA FPYNM NONb30BaTeNeN, TakKe NpefoCTaBNa-
et 3awmty roctesoro Wi-Fi, gaet BO3MOXHOCTb KOHTPOSA
MepCOHabHbBIX YCTPOWCTB, TakUX Kak CMapTOOHbI 1 MaaH-
wet (KoHuenuma BYOD - Bring Your Own Device).
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KopnopamusgHeiti mexxcemesot skpaH UserGate D

OCHOBHbIE OYHKLIN
= MexceTeBou 2K[PaH HOBOTO MOKONEHNA - KOHTpOﬂb [OCTyMNa B UHTEPHET . I/IJ:LeHTl/ld)l/lKaul/lﬂ nosnb3oBaTenen
= Cuctema obHapYyKEHNA BTOPMKEHMN = KoHTtponb [NpunoxeHnin L7 »  [lopmepxka KoHLenumm BYOD
(IDS/1PS) Bring Your Own Device
= JlewvndposaHme SSL (Bring Your Ow vice)
* [locTyn K BHyTPEHHUM pecypcam Yepes FoCTeBOM MODTAN = BupTyanbHas yacTHada ceTb
SSLVPN Portal "o : (VPN)
= be3onacHaa nybnnkauma BHyTpeH-
= AHanmsu BbIl'DY3Ka I/IHd)OpMaLI,VIVI [ yﬂaﬂeHHoe
HVIX PECYPCOB M CEPBUCOB
00 VHUMaeHTax 6e3onacHocTL (SIEM) Hoee Pecyp P aOMUHWCTPMPOBaHIE
= AHTMBMPYCHasA 3ali1Ta
= ABTOMaTV3aLMA peakLmMm Ha Yrpo3bl «  [ogaepxkka ACY Tr (SCADA)
6esonacHocTn nHdopmaLmm (SOAR) oo = Advanced Threat Protection
= [loaoepka knactepmsaunm
*  O6paTHbIf NpoKcK =  be3onacHOCTb NoYTH 1 BbICOKOW OTKa30yCTONYMBOCTH
USERGATE D200

F5 F7. [F7
F1 CeeToanoaHble HAnKaTops MNutaHne/Crctema/MECTKMI AUCK R1 MopT VGA
F2 AKNAKOKPUCTANINYECKMI AUCTNEeN C 3NeMeHTamm ynpasneHuna R2 BeHTunAatopbl oxnaxaeHna
F3 KoHconbHbI nopt RJ-45 ana nogkntodeHna RS-232 KoHconm R3 KHonKa BKNtoUeHWA/OTKNIOYEHNA NUTAHKA
F4 2 nopta USB 3.0 Type-A R4 bnok nutaHua
F5 MopTt RJ-45 GbE moayna yaaneHHoro ynpasnenua [PMI
F6 5 noptos RJ-45 GbE (10/100/1000) fns nepepaun AaHHbIX
F7 2 nopta SFP 1GbE (10/100/1000) ansa nepeaaun AaHHbIX CeTeBas kapTa 8*1 [6/c
F8 1 CnoT AnA ycTaHoOBKM Moayneit cetesbix nHTepdercos (NIC) CeteBan kapTa 4*1 I6/c

c uHTepdericom PCle
CeteBas kapTa 4*1 I6/c (FO)

CeteBas kapTa 4*10 I6/c

CeteBas kapTa 4*10 I6/c (FO with 2 pair bypass)

Mogaynb ontudeckunii (10Gb, SM, 10km, 1310nm, LC, DDM)

Mogynb ontnyeckuin FT-SFP-Copper-1000 (SFP-Copper, 1G, 100m, RJ-45)

Mogaynb ontuueckmii (10Gb, 850nm, 500m., LC, DDM)



KopnopamusgHeiti mexxcemesot skpaH UserGate D

CNELNOUKALMA
lNponssoanTenbHOCTb, Max D200 D500
MponyckHasa cnocobHOCTb MexceTeBoro 3KkpaHa, UDP (M6ut/c) 18 000 20 000
MeceTeBol1 akpaH, Tpaduk EMIX, MéuT/c 18 000 22000
MeiceTeBol 3KpaH ¢ GyHKUMeR onpeaeneHnsa NpunoxeHuin L7, 15000 18700
Tpaduk EMIX, Méut/c
OpHoBpemeHHbIx TCP-ceccum 8000 000 16 000 000
HoBbix ceccuin B cekyHaYy 50000 75000
Cuctema obHapyeHus BTopkeHuin, Tpaduk EMIX, MéuTt/c 1800 2000
KoHTeHTHas dunbtpauus, Tpadpuk EMIX, Méut/c 8700 9500
WHcnekTnpoBaHue SSL, Tpaduk EMIX, MéuT/c 4000 4400
KoHTeHTHasa ¢unbTpauua, aHtuempyc, Tpadpuk EMIX, MéuT/c 7900 8000
Me>kceTeBol aKpaH ¢ GyHKUMen onpeaeneHnsa npunoxennii L7, COB, 1800 2000

KOHTEHTHaA dunbTpauma, Tpaduk EMIX, Mout/c

Pasmep opraHmnsauyumn

PekomeHOoBaHHOE KONIMYECTBO MoJib3oBaTesNen 300 500

Cneyundukauusa o6opyaoBaHuA

MNopTtos 10/100/1000Base-T 510/100/1000Base-T 510/100/1000Base-T
2 SFP 1Gbps 2 SFP 1Gbps
+ 8 c ucnonb3oBaHnem naat + 8 c ucnonb3oBaHnem naat
pacwmpeHuin pacwumpeHuni
MopTtos 10GBase SFP+ 4 c ucnonb3oBaHuem nnat 4 c ncnonb3oBaHMem nnat
pacwmpeHun pacwumpeHuin
Mnat pacwmpeHunn 1 1
YnpasneHnue no IPMI Ectb Ectb
Mpoueccop, KonnuyecTso Aaep 8 8
Mamatb, M6anT 16 32
Ownck, Meant 1x1000 1x1000
la6apwnTbl, MM 1U 1U
438x321x44 438x321x44
Bec, kr 7,5 7,5
KpenneHwne B CTONKY KpoHLuTenHbl KpoHLuTenHbI
CeTb NnuTaHusA, Bonbt 140-220 140-220
MoTpebnsaemasn mowHocTb (Makc), BatT 220 220
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